EMERGING THREATS IN CYBER-SECURITY: STRATEGIES AND THE WAY FORWARD
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Abstract:
Cyber security is an area that is always changing due to the quick development of technology and the sophistication of cyber threats and it has been a bridge that is helping to secure and save information that could endanger system. Therefore this paper examines new cyber security dangers and offers appropriate countermeasures that will be used to avert the dangers. The study made an insight into the changing cyber scene and identifies efficient protection strategies by examining current research and industry data. All along, the value of proactive defense, multi-layered security, sharing threat intelligence, and constant monitoring is highlighted. 
The study finds out that there are rapid and different cyber threat in the cyberspace therefore it was summarized that for the internet of things not to be endanger, strong authentication, frequent updates, encryption, and supply chain security should be adopted and used to protect cyber threats, also people and organizations must be alert, educate themselves on the most recent attack methodologies, and put in place comprehensive security measures to reduce the risk.
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Introduction
Every area of our lives has been altered by the widespread use of digital technology, which provides unrivaled prospects for connectedness, effectiveness, and creativity. However, this unheard-of digital change has also let a variety of new security risks pour in. The growing danger to cyber security is growing as society grows increasingly connected and dependent on digital infrastructure. Emerging threats in cyber security, according to Kim, & Kim (2020) are new or changing dangers and vulnerabilities that might endanger computer systems, networks, and other digital infrastructure. These threats, like advanced persistent threats (APTs), ransom ware, zero-day exploits, IoT botnets, social engineering attacks, and artificial intelligence-based attacks, frequently take advantage of new technologies, inventive attack vectors, or flaws in current security measures. 
According to (Liao, Desmet, La, Lamotte, 2020), (Roccetti, Ferretti, & Salomoni, 2020), defense techniques in cyber security include a variety of proactive and reactive procedures used to defend computer systems, networks, and data against cyber-attacks. To reduce risks and improve resilience, these solutions include technical controls, policies, procedures, and employee training. Network segmentation, stringent access restrictions, consistent patching and updating, intrusion detection and prevention systems (IDS and IPS), security awareness training, incident response scheduling, and exchange of threat knowledge are examples of common defense tactics. Threat intelligence, as defined by Kuznetsov, Abu-Nimeh, and Humayed (2020), is information that has been gathered, assessed, and disseminated on potential or active cyber-threats. This data contains attack techniques, threat actors, and indicators of compromise (IoCs). To acquire insights into new threats and attack patterns, it entails gathering data from a variety of sources, including security feeds, malware analysis, honeypots, open-source intelligence (OSINT), and dark web monitoring (Mariconti, Onaolapo, & Stringhini, 2019). Organizations may improve their incident response, situational awareness, and cyber-security risk defenses by using actionable information from threat intelligence.
An organization's information systems and infrastructure are subject to possible risks and vulnerabilities, which are identified, analyzed, and evaluated as part of the cyber-security risk assessment process. It helps prioritize and put into place the proper protection tactics by assessing the possibility and possible effect of cyber-attacks (Kerschbaum & Freiling, 2020). Risk quantification, asset identification, threat identification, vulnerability assessment, impact analysis, and vulnerability assessment are frequently included in risk assessments (Alami, & Kheir, 2019). Organizations may use this method to make well-informed decisions on resource allocation and risk-reduction strategies. With the rapid improvements in technology coming with new opportunities and problems, cyber-security has grown in importance in the digital era. With the proliferation of interconnected devices, the rise of cloud computing, and the growing dependence on digital infrastructure, the threat landscape has evolved, giving rise to emerging threats that pose significant risks to individuals, organizations, and nations. In response, defense strategies have also evolved to counter these threats and mitigate their potential impact. The persistent rise in sophisticated cyber-attack is targeting and affecting various sectors, including government institutions, corporations, and critical infrastructure. Nation-states and organized cybercriminal groups are increasingly using advanced ways to obtain illegal access, steal sensitive data, disrupt business processes, or otherwise inflict harm, giving rise to advanced persistent threats (APTs). For instance, the Solar Winds supply chain assault in 2020, which had an impact on multiple public and private sector companies, was carried out by the infamous APT group APT29 (also known as Cozy Bear) (FireEye, 2020).
Ransom ware attacks, when fraudsters encrypt the victim's data and demand a ransom in exchange for its release, are another increasing menace. The ransom ware attack on Colonial Pipeline in May 2021 caused a temporary shutdown of the largest fuel pipeline in the United States, highlighting the vulnerability of critical infrastructure to cyber threats and causing significant financial losses and disruptions to critical services (Krebs, 2021). Additionally, the rising a number of ransom ware attacks have targeted a wide range of entities, including hospitals, municipalities, and businesses, causing significant financial losses and disruptions to critical services. Major Websites and services were interrupted by the Mirai botnet assault in 2016 that targeted IoT devices by flooding them with traffic (Krebs, 2016).
Defense tactics have changed to improve cyber security resilience in response to these new threats. The necessity of proactive measures like vulnerability management, exchanging threat knowledge, and ongoing monitoring has increased. To successfully tackle cyber threats, collaboration between the public and private sectors as well as international cooperation has become essential. Additionally, improvements in AI and machine learning have aided in the creation of sophisticated threat detection and response systems that can recognize and counteract cyber threats in real-time (Cylance, 2020).
There is an urgent need for research and innovation in defensive measures due to the increase of new cyber security threats. The complex and ever-evolving nature of cyber threats frequently renders certain local or conventional security measures ineffective. It is essential to recognize these new dangers and create proactive defenses that can successfully fend them off. Additionally, effective cyber security practices for this study depend on an awareness of the difficulties involved in putting such defense methods into reality and managing them. Therefore, the goal of this study is to understand and identify the most recent cyber security risks as well as how they affect people, businesses, and governments.
This study will serve as a benchmark for successful responses to new threats. Understanding their nature, breadth, and possible impact is also crucial. In order to discover and evaluate the most recent cyber threats, including ransom ware, IoT botnets, advanced persistent threats (APTs), and social engineering assaults. By analyzing how these dangers affect different stakeholders,
EMERGING THREATS
1. ADVANCED PERSISTENT THREATS (APTS)
Advanced persistent threats (APTs) are sophisticated cyber-attacks that aim to penetrate an organization's defenses, carry out long-term espionage, or steal critical data. Typically, well-funded and highly experienced adversaries, such as nation-states or organized cybercriminal gangs, are behind these attacks. Typically, they want to get into sensitive networks or get illegal access to confidential data. The "Mandiant M-Trends Report" (Mandiant, 2021) might be used in the article to emphasize the growing incidence of APTs and their effects on enterprises. Therefore, new problems and rising dangers have emerged as technology develops and the threat environment widens, needing a thorough investigation to comprehend and reduce these risks. 
Supply Chain Attacks: Supply chain assaults have grown to be a serious concern to APTs, giving attackers the ability to corrupt reliable software or hardware before it reaches its intended targets. Utilizing the confidence put in the compromised supply chain, this strategy enables enemies to sneak inside enterprises. The 2020 Solar Winds supply chain assault is one of several notable instances, in which attackers used software upgrades to obtain unauthorized access to multiple enterprises.
AI-Powered Attacks: APTs now face additional threats as a result of the development of artificial intelligence (AI) and machine learning (ML) technology. Adversaries can use AI algorithms to automate assaults, advance evasion strategies, and boost skills for reconnaissance. Additionally, AI-powered malware may adapt and change based on observed behaviour, making it harder for defenders to detect it and take action. 
Internet of Things (IoT) Exploitation: IoT device proliferation has increased the attack surface available to APT attackers in both personal and professional settings. IoT devices that have been compromised can be used to perform distributed denial-of-service (DDoS) attacks, damage vital infrastructure, or collect sensitive data. One famous instance of APT-related IoT exploitation is the 2016 Mirai botnet attack, which took use of unsecured IoT devices. 
Cloud-Based Threats: As businesses use cloud computing services more often, APT actors have changed their tactics to target and exploit vulnerabilities in cloud settings. Attackers looking to undermine cloud infrastructure or get access to sensitive data hosted in the cloud may use configuration errors, lax access rules, and unsafe APIs as entry points. The 2019 Capital One data breach, which was caused by an improperly configured web application firewall in a cloud environment, emphasizes how important cloud-based risks are.
Quantum Computing Threats: The prospective introduction of quantum computing, however yet in its infancy, presents benefits as well as risks to APTs. Quantum computing has the ability to undermine the security underpinnings that support APT defenses by breaking widely-used cryptographic methods. Threatening secrecy and integrity, adversaries with access to quantum computers might decipher intercepted communications or get beyond encryption barriers. RANSOMWARE ATTACKS
Attacks using ransom ware have increased in frequency and harm. Malicious software is used in these assaults to encrypt a victim's data, making it unavailable until a ransom is paid. Attacks using ransom ware have become more impactful and sophisticated over time, affecting a variety of sectors and organizations. High-profile occurrences in recent years, such the WannaCry and NotPetya assaults, have shown the potential for significant disruption and monetary losses brought on by ransom ware.  Therefore, the purpose of this investigation is to recognize and assess new dangers from ransom ware assaults. 
Ransom ware-as-a-Service (RaaS): The popularity of these sites has grown among online criminals. These platforms facilitate the rapid expansion of ransom ware operations by making it simple for non-technical people to conduct ransom ware assaults. The entrance hurdle for carrying out ransom ware attacks is lowered by the availability of pre-built ransom ware tools and infrastructure for criminals (Kurt et al., 2019).
Double extortion: Ransom ware operators now frequently use the double extortion technique. Threat actors not only encrypt the data of their victims, but also exfiltrate private data first. The pressure on victims to cooperate is increased when they are threatened with publishing or selling the stolen data if the ransom is not paid (FireEye, 2021).
Critical Infrastructure is Being Targeted: Ransom ware assaults on this infrastructure have become a major worry. Threat actors are aware of the possible repercussions of interfering with vital services like the delivery of water, energy, or healthcare. The public's safety and national security are seriously threatened by these assaults (Department of Homeland Security, 2021).
Evasion Methods: In order to get past security measures, ransom ware operators are progressively utilizing complex evasion methods. To avoid being discovered by antivirus and endpoint security solutions, they use sophisticated obfuscation techniques, polymorphic malware, and encryption algorithms (Trend Micro, 2021).
Fileless ransom ware: Uses reputable system utilities and routines to carry out its nefarious operations, leaving little trace on the victim's computer. File less ransom ware can evade being found by conventional antivirus programs by living in memory (CrowdStrike, 2021).
Supply Chain assaults: Distributing ransom ware has been successfully accomplished through supply chain assaults. Threat actors target reputable software providers and infiltrate their networks or software upgrades, giving them access to a huge number of gullible victims through the distribution of ransom ware (CISA, 2021).
Ransom ware in the Cloud: Threat actors are now concentrating on attacking cloud infrastructure and services as a result of the rising use of cloud services. Attacks using ransom ware that target cloud settings can have disastrous effects on several enterprises that depend on shared cloud resources (Sophos, 2021).
Ransom ware Targeting Internet of Things (IoT) Devices: The growth of Internet of Things (IoT) devices gives ransom ware operators additional assault avenues. IoT devices are appealing targets because to lax security measures and the usage of default or weak passwords. Compromised IoT devices can be incorporated into botnets for larger-scale operations or utilized as entry points for ransom ware attacks (Zhang et al., 2021).
INTERNET OF THINGS (IOT) VULNERABILITIES:
IoT device proliferation has increased the attack surface, posing new difficulties for network and data security. You may use the "Internet of Things Security Foundation's Annual Report" (IoTSF, 2022) as an example to show how serious of a security concern the IoT is and how growing dangers must be addressed. However, because IoT devices have security flaws that may be exploited by bad actors, this interconnection has inherent security dangers. In order to highlight the possible concerns, the point below investigates the new threats to IoT vulnerabilities.
IoT Vulnerabilities and Attack Vectors: Insecure communication protocols, shoddy device management, weak authentication procedures, and insufficient encryption are only a few of the causes of IoT devices' inherent weaknesses. These flaws give attackers ways to take advantage of the IoT ecosystem, which can lead to network interruptions, device theft, and data breaches. Unauthorized access, firmware modification, distributed denial-of-service (DDoS) attacks, and IoT botnets are examples of common attack vectors (Singh, Shrivastava, & 2021).
Threats to IoT Vulnerabilities that are Emerging: Mirai and Reaper are only two examples of botnet-based attacks that have been shown to pose serious risks to IoT security. These criminal networks use infected IoT devices to carry out illegal actions such as large-scale DDoS assaults, disruption of vital infrastructure, and the launch of critical infrastructure. IoT security is significantly challenged by botnets' growing complexity (Singh, Shrivastava, & 2021).
Data Privacy and Breaches: IoT devices gather a ton of sensitive information, including behavioral patterns and personal data. Data breaches can occur as a result of inadequate data security procedures and insufficient security measures, endangering user privacy and making identity theft easier(Zhang, He, Zeadally, & Kumar, 2022). These worries are exacerbated by the rise of targeted hacks meant to steal priceless IoT data.
2. SOCIAL ENGINEERING ATTACKS
Attacks using social engineering are still a major worry for people, businesses, and society at large. These assaults frequently result in unauthorized access to confidential information or monetary loss because they depend on psychological manipulation to trick individuals and take advantage of their confidence. Despite the fact that social engineering assaults have long been a concern, new and developing trends have increased the dangers and complexity of such operations. An outline of some of the new social engineering dangers may be seen below.
Artificial Intelligence: The use of deep fake technology is one of the most alarming new risks in social engineering assaults. Deep fakes are artificial intelligence (AI)-produced, realistic synthetic material, such as audio or video recordings. Deep fakes are tools used by cybercriminals to imitate people or change material to trick their targets and win their confidence (Hosmer, & Kim, 2021). Deep fakes, for instance, can be used in spear-phishing tactics, in which attackers send tailored and persuasive communications to targets in order to take advantage of them. As deep fake technology develops, social engineering assaults get more sophisticated, making it more challenging for people and organizations to discriminate between genuine and fake communications.
Voice Cloning: Another new social engineering vulnerability, voice cloning enables attackers to precisely duplicate a target's voice. Cybercriminals can fool targets by impersonating dependable people through phone conversations or audio messages by exploiting voice samples that are either publicly accessible or obtained through other ways. This method is especially useful in voice phishing (vishing) assaults, in which perpetrators trick users into divulging private information or doing actions that jeopardize security (Patino, et al., 2021).
Utilization of social media: Social media platforms are used more often now, opening up new opportunities for social engineering assaults. In order to create persuasive messages or build trust with targets, attackers can make use of publicly accessible personal information, such as posts, images, and relationships, according to (Narayanan, et al. 2020). Additionally, social media offers a favorable environment for reconnaissance, allowing hackers to learn more about people or organizations that may be used in focused social engineering attack.
Scams Associated With COVID-19: The COVID-19 pandemic has seen a rise in social engineering assaults that take advantage of doubts, anxieties, and false information. Attackers take advantage of the global health crisis by impersonating medical professionals, selling phony vaccinations or cures, disseminating malware through emails with COVID themes, or starting phishing attacks involving cash for pandemic assistance. These assaults take advantage of people's heightened emotions and sense of urgency, which makes them easier to manipulate (Bajwa et al., 2021). 
With the emerging threats listed above, the following defense strategies are taken into consideration to tackle the threat.
1. Defense-in-Depth Methodology: Defense-in-depth, or employing many layers of defense, is essential for thwarting growing threats. With this strategy, overlapping layers of security are created using several security measures, including firewalls, intrusion detection/prevention systems, antivirus software, and secure coding methods defense Strategies/ Defense Strategies in Cyber security
2. Threat Intelligence and Information Sharing: Organizations are using threat intelligence platforms and taking part in information sharing efforts more frequently to combat emerging threats. These tools enable enterprises to proactively fight against future assaults by offering real-time data into the most recent threat developments.
3. Multi-Factor Authentication (MFA): MFA requires users to submit several kinds of authentication, such as a password, a fingerprint, or a one-time password created by a mobile app. This provides an additional layer of protection. Even if credentials are compromised, companies may greatly lower the risk of unwanted access by using MFA.
4. Encryption and Data Protection: To prevent unwanted access, sensitive data must be encrypted both at rest and while in transit. The danger of data breaches may also be reduced by putting in place strong data security measures like access restrictions and data loss prevention technologies.
5. Security Automation and Orchestration: Organizations are turning to security automation and orchestration solutions as a result of the size and complexity of contemporary cyber security threats. Automating repetitive tasks, enabling quick incident response, and facilitating coordination between various security tools and teams are all made possible by these technologies.
6. User Awareness and Training: End-users remain one of the weakest links in cyber security. Organizations are investing in user awareness and training programs to educate employees about best practices, such as identifying phishing emails, avoiding suspicious links, and practicing good password hygiene. 7. User Education and Awareness: Human factors play a significant role in cyber-attacks. Educating and raising awareness among users about cyber security best practices, such as strong password management, recognizing phishing attempts, and exercising caution when sharing sensitive information, can significantly enhance the overall security posture of organizations and individuals.
7. Incident Response and Threat Intelligence: Having a well-defined incident response plan and leveraging threat intelligence can help organizations effectively respond to and mitigate cyber incidents. Timely detection, containment, and recovery are critical elements of a robust incident response strategy, supplemented by up-to-date threat intelligence to identify emerging threats and proactively implement countermeasures.
8. Strong Authentication and Access Controls: Implementing robust authentication mechanisms, including two-factor authentication (2FA) and strong access controls, helps prevent unauthorized access to IoT devices and systems.
9. Regular Security Updates and Patch Management: Manufacturers should provide regular security updates and patches to address known vulnerabilities promptly. IoT device users must ensure their devices are regularly updated with the latest firmware and security patches. 
10. Encryption and Secure Communication Protocols: Data transmitted between IoT devices and backend systems should be encrypted using industry-standard algorithms. The use of secure communication protocols, such as Transport Layer Security (TLS), enhances the confidentiality and integrity of data. Supply Chain Security: Implementing rigorous supply chain security measures, including conducting thorough audits, verifying vendor integrity, and implementing tamper-evident mechanisms, helps prevent supply chain attacks.
11. Threat Intelligence and Monitoring: Continuous monitoring of IoT devices and networks, coupled with threat intelligence solutions, can aid in detecting and responding to emerging threats promptly.
Summary
The Internet of Things is expanding quickly, which has many advantages but also new and increasing security issues. This report used a thorough analysis to show the new dangers to IoT vulnerabilities, highlighting the demand for preventative security solutions. Stakeholders may reduce the risks posed by IoT vulnerabilities, providing a safer and more secure IoT environment, by using strong authentication, frequent updates, encryption, and supply chain security. The quick development of new cyber threats in the digital era also calls for constant innovation and adaptation in cyber security defensive methods. Organizations may improve their incident response skills, collaborate better, employ defense-in-depth tactics, adopt innovative technology, and cultivate a cyber-security culture. In order to secure the digital world, achieving these goals calls for a proactive and cooperative strategy that makes use of the knowledge and perceptions of experts in the field, researchers, and politicians.
Finally, social engineering assaults are always changing as technology develops and attackers grow more skilled. Deep fake technology, voice cloning, social media exploitation, and frauds connected to COVID-19 are a few of the major new dangers in this area. To successfully battle these dangers, people and organizations must be alert, educate themselves on the most recent attack methodologies, and put in place comprehensive security measures to reduce the risks related to social engineering assaults.
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